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'"HFHQWUDOL]HG ILQDQFH 'H)L LV D UHYROXWLRQDU\ PRYHP
GLVLQWHUPHGLDWH WUDGLWLRQDO ILQDQFLDO VHUYLFHV %
VPDUW FRQWUDFWYV 'H)L HQDEOHV QRYHO ZD\V IRU XVHUV W
DV VWDNLQJ PDUNHW PDNLQJ OHQGLQJ IDUPLQJ SURWRFRC
SURWRFRO HDUQLQJY 7KHVH QHZ RSSRUWXQLWLHVY WR HDUC
DQG WKXV FRPH ZLWK WKHLU RZQ XQLTXH ULVN YHFWRUYV

ODQDJLQJ ULVN LV WKH QH[W IURQWLHU IRU "H)L 7R LQYHVW
XQGHUVWDQG DOO WKH ULVNV RI D SDUWLFXODU '"H)L LQYHV'
VHYHUDO FKDOOHQJHY DQG WKUHDWYV VXFK DV KLJKO\ LQIOI
HISORLWYV TXHVWLRQDEOH GHFHQWUDOL]DWLRQ DQG RXWU
GRXEWY DERXW WKH VXVWDLQDELOLW\ DQG VHFEXULW\ RI "H)I
HVWDEOLVK D FRPPRQ IUDPHZRUN IRU ULVN DVVHVVPHQW LQ

$W ([SRQHQWLDO ZH WDNH ULVN VHULRXVO\ :H EHOLHYH WEk
DYRLGHG EXW UDWKHU VRPHWKLQJ WR EH XQGHUVWRRG DQ!
GHYLO LV LQ WKH GHWDLOV DQG DQ\ VPDOO WKLQJ FDQ NLO
UHO\ RQ LQWXLWLRQ RU JXW IHHOLQJ EXW RQ ULJRURXV DQ

7KLV LV KRZ ZH GR LW ZH XVH D IUDPHZRUN WKDW DVNV DOC(
WR EH DQVZHUHG EHIRUH LQYHVWLQJ LQ DQ\ '"H)L SURMHFW
VXFK DV JRYHUQDQFH WRNHQRPLFV VHFEXULW\ OLTXLGLW\
'H GR WKH UHVHDUFK LQ GHWDLO XVLQJ ERWK TXDOLWDWLY
REMHFWLYHO\ TXDQWLI\ WKH FKDQFHV RI ORVV EDVHG RQ KL
DOVR PRQLWRU WKH SHUIRUPDQFH RI RXU ULVN IUDPHZRUN F
XSGDWH RXU ULVN FULWHULD DFFRUGLQJO\

‘H KRSH WKLV ZLOO KHOS RXU FRPPXQLW\ ORRN LQWR WKH K
FRQILGHQFH DQG FODULW\ :H EHOLHYH WKDW E\ DSSO\LQJ W
XQFHUWDLQW\ DQG FRPSOH[LW\ RI '"H)L LQYHVWLQJ DQG XQC
H[SRQHQWLDO JURZWK
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%HIRUH ZH GLYH LQWR WKH GHWDLOV RI RXU IUDPHZRUN ZH
WR ULVN LQ 'H)L :H EHOLHYH WKDW ULVN LV QRW D VWDWLF
PXOWLGLPHQVLRQDO RQH 5LVN FDQ FRPH IURP PDQ\ VRXUFF
'H)L SURMHFW DQG LW FDQ FKDQJH RYHU WLPH DQG LQ UHV
EH\RQG ZKDWEV REYLRXV DQG WU\ WR LPDJLQH WKH ZRUVW
FDWFK DOO KROLVWLF IUDPHZRUN WKDW FRYHUV DOO WKH S
ZH FDQ DQWLFLSDWH DQG SUHSDUH IRU DQ\ SRWHQWLDO UL\

‘H EHOLHYH WKDW ULVN LV QRW D VXEMHFWLYH RU UHODWLY
DEVROXWH RQH LQ WHUPV RI LWV SRWHQWLDO LPSDFW RQ X'
RSLQLRQ EXW DOVR D PDWWHU RI IDFW 5LVN H[LVWV REMHF
TXDQWLILHG EXW LW DOVR GHSHQGV RQ KRZ XVHUV SHUFHL
VRPHWKLQJ WKDW FDQ EH LIJIQRUHG RU GLVPLVVHG EXW VRP
DQG DGGUHVVHG $V VXFK ZH QHHG WR DSSO\ D KLJK VWDQC
ULVNV LQ 'H)L :H YLHZ 'H)L DV WKH LQIUDVWUXFWXUH IRU W
HQVXUH WKDW WKH\ DUH VDIH DQG UHOLDEOH IRU HYHU\RQH

)LEQDOO\ ZH UHFRJQL]H WKDW ULVN LV QRW D VLPSOH RU LV
LOWHUFRQQHFWHG RQH 5LVN FDQ DULVH IURP PDQ\ IDFWRU
FDQ LOQOWHUDFW DQG DPSOLI\ ZLWK RWKHU ULVNV LQ XQH[SHI
UHFRJQL]H WKH FRPSOH[LW\ FRPSRVDELOLW\ DQG LQWHUFR:
WKH V\VWHPLF DQG HPHUJHQW ULVNV WKDW PD\ DULVH IURP
GLITHUHQW 'H)L SURWRFROV :H XVH D JUDSKLFDO UHSUHVHC
ULVN HYHQW FDQ SURSDJDWH DQG DIIHFW WKH ZKROH HFRV\
EOLQGVLGHG E\ XQH[SHFWHG RU FDVFDGLQJ ULVN HYHQWYV W
HFRV\VWHP

,Q VXPPDU\ WKLV LV WKH ([SRQHQWLDO DSSURDFK WR ULVN
IROORZLQJ WKLY DSSURDFK ZH FDQ EHWWHU XQGHUVWDQG
LQ WKLV UDSLGO\ HYROYLQJ VSDFH
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2XU ULVN IUDPHZRUN FDSWXUHV WKH FRPSRVDELOLW\ RI "H)lL
VLPSO\ DYHUDJH WKH ULVNV RI HDFK FRPSRQHQW LQ D '"H)L
FRPSRXQG RU PXOWLSO\ WKHP DFURVV WKH FKDLQ SURWREFF
JLYHV D PRUH DFFXUDWH DQG FRPSUHKHQVLYH ULVN VFRUH
FRPSRVDELOLW\ ZH HVWLPDWH D SUREDELOLW\ RI IDLOXUH
IUHTXHQF\ DQG VHYHULW\ 7KHVH ULVN SUREDELOLWLHYV DUF
EH UHHYDOXDWHG SHH ISKEGISRD/AHY\ R)RMKWK SDSHU ZH KDYH D
ULVN VFRUH IURP WR Q IRU HDFK ULVN W\SH ZKHUH LQGL!
LQGLFDWHY WKH KLJKHVW ULVN 6LQFH WKH H[DFW QXPHULF
GLVFORVHG LQ WKLV SDSHU WKH Q VFDOH LV RQO\ IRU UHC
W\SH DQG QRW PHDQW WR EH FRPSDUHG DFURVV GLIITHUHQW
WKHQ JURXSHG LQWR IRXU PDLQ FDWHJRULHV WKDW IRUP Wik

2XU IUDPHZRUN FRQVLVWYV RI IRXU PDLQ FRPSRQHQWYV ULVN
VFRUHY DQG ULVN UDWLQJV

e 7TKH ILUVW FRPSRQHQW LV WKH ULVN FDWHJRULHV ZKLFK
FRQVLGHU LQ 'H)L :H KDYH LGHQWLILHG IRXU ULVN FDWHJ
DVVHW ULVN DQG SRRO ULVN (DFK FDWHJRU\ UHSUHVHQW
FDQ DIIHFW D 'H)L LQYHVWPHQW

e 7KH VHFRQG FRPSRQHQW LV WKH ULVN W\SHV ZKLFK DUH W
ZH PHDVXUH DQG DQDO\]JH ZLWKLQ HDFK FDWHJRU\ :H KDY
IRU HDFK FDWHJRU\ EDVHG RQ RXU UHVHDUFK (DFK ULVN
IHDWXUH RU FKDUDFWHULVWLF RI D '"H)L SURWRFRO RU OL
ULVN OHYHO :LWKLQ HDFK ULVN W\SH DUH ULVN LWHPV Wi
ULVN W\SH HJ 79/ DQG PDWXULW\ DUH XVHG WR VFRUH &

e 7TKH WKLUG FRPSRQHQW LV WKH ULVN VFRUHV ZKLFK DUH
DVVLJQ WR HDFK ULVN W\SH EDVHG RQ RXU HVWLPDWLRQ |
ERWK TXDOLWDWLYH DQG TXDQWLWDWLYH PHWKRGV WR H'
HDFK ULVN W\SH EDVHG RQ KLVWRULFDO GDWD DQG VLPXO
HVWLPDWHY SHULRGLFDOO\ WR UHIOHFW WKH ODWHVW GH



e 7TKH IRXUWK FRPSRQHQW LV WKH ULVN UDWLQJV ZKLFK DU
DVVLJQ WR HDFK 'H)L SURWRFRO RU LQYHVWPHQW EDVHG
VFDOH IURP $ WR ) WR UDWH WKH RYHUDOO ULVN OHYHO R
ULVN VFRUH DFURVVY DOO FDWHJRULHYVY DQG IDFWRUV :H D
ubwLQJV E\ FDWHJRU\ DQG IDFWRU WR VKRZ WKH VWUHQJ'

SRRO

Risk Categories Risk Types Risk Items
Blockchain Chain Maturity TVL, maturity
# of validators, concentration of top
Chain Design validators, validator economics, warm-
up/cool-down period
Rollup type, upgradeability, validator
Rollup Design ; i ; %
failure, sequencer failure
Chain Reliability Blockchain halts
# of audits, team anonymity, # of
Frotocol Protocol Code Quality ‘u : ) nymity
experienced auditors, # of hacks
Maturity of last version, maturity of first
version, TVL, governance issues,
Protocol Maturity : 9 . :
governance concentration, access
controls
Protocol Design Oracle type, reflexivity, job types
Intrinsic value or collateralization,
Asset Asset Strength market capitalization, centralization,
stablecoin volatility
Tokenomics Inflation, reflexivity
Fee sharing, staking, yield, lending,
Fool Pool Design collateral type, market making, options,

insurance
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7KLV ULVN FDWHJRU\ HYDOXDWHYV KRZ ZHOO WKH EORFNFKDL
SURYLGH VHFXULW\ DQG IXQFWLRQDOLW\ WR LWV XVHUV $ V
VKRXOG SUHYHQW RU PLWLIJDWH WKUHDWYV VXFK DV DWWDFN
LQVHFXUH RU G\WIXQFWLRQDO EORFNFKDLQ FRXOG H[SRVH L
IXQGV H[SHULHQFLQJ GHOD\V IDFLQJ LQWHUUXSWLRQV RU
RYHUDOO ULVN VFRUH WR HDFK EORFNFKDLQ EDVHG RQ LWV

(1)0 16746

7KLV ULVN W\SH HYDOXDWHV KRZ EDWWOH WHVWHG DQG /LG
WKH WRWDO YDOXH ORFNHG LQ D EORFNFKDLQ DQG KRZ ORQ
EDWWOH WHVWHG EORFNFKDLQ VKRXOG KDYH VXUYLYHG YDU
WHVWHG LWV SHUIRUPDQFH DQG VHFXULW\ $ /LQG\ SURRI EC
FRQVLVWHQW WUDFN UHFRUG RI UHOLDELOLW\ DQG UHVLOLH
XQUHVROYHG LVVXHV RU YXOQHUDELOLWLHY WKDW FRXOG F
LQ WKH IXWXUH

, KDW LV WKH WRWDO YDOXH ORFNHG IRU WKH EORFNFKDLC
7KLV ULVN VFRUH VKRZV KRZ PDWXUH DQG HVWDEOLVKHG D |
YDOXH ORFNHG 79/ 79/ LV WKH DPRXQW RI PRQH\ PHDVXUH
LQ VPDUW FRQWUDFWY RU SURWRFROV RQ D EORFNFKDLQ QF
XVDJH RI WKH QHWZRUN DV ZHOO DV WKH WUXVW DQG FRQIL
VHFXULW\ DQG IXQFWLRQDOLW\ $ KLIJKHU 79/ RIWHQ PHDQV
QHWZRUN KDV D ORW RI XVHUV D VWURQJ DQG GLYHUVH HFF
GHOLYHULQJ YDOXH DQG LQQRYDWLRQ $ ORZHU 79/ RIWHQ H
VXJIHVWYVY WKH QHWZRUN KDV IHZHU XVHUV D PRUH IUDJLOH
H[SHULHQFH DQG UHSXWDWLRQ LQ WKH PDUNHW

Risk Score TVL Ranking Description
The network h lowTVLand i ;
Atk risks) Non-top 10 e network has a low and is new,
unproven, or unpopular among users
The network has a moderate TVL and is
3 Top 10 somewhat mature and established
among users
I ; :
o Top & The network has a high TVL and is very

mature and established among users

The network has the highest TVL and is
1(least risky) Top 1 the most mature and established among
users



,, *tRZ PDWXUH LV WKH EORFNFKDLQ"

7KLV ULVN VFRUH HYDOXDWHYV KRZ ORQJ WKH EORFNFKDLQ K
PDMRU LVVXHV RU LQFLGHQWY 7KH ORQJHU D EORFNFKDLQ ¢
OLNHO\ LW KDV EHHQ H[SRVHG WR GLIITHUHQW VFHQDULRYV DC
YXOQHUDELOLWLHY KDYH EHHQ IL[HG RU PLWLJDWHG 7KHUH
D ORZHU ULVN RI HQFRXQWHULQJ XQH[SHFWHG SUREOHPV RL

Risk Score Maturity

5 (most risky) 0-6 months
4 6-12 months
o 12-18 months
2 18-24 months
1(least risky) 24+ months

Description

The blockchain has been live for less
than half a year, meaning that it has a
low level of reliability and resilience.
This exposes the blockchain to a high
risk of instability or failure due to
untested scenarios or undiscoverad
bugs.

The blockchain has been live for 610 12
months, meaning that it has a moderate
level of reliability and resilience. This
exposes the blockchain to a moderate
risk of instability or failure due to
untested scenarios or undiscovered
bugs.

The blockchain has been live for 12 to 18
months, meaning that it has a high level
of reliability and resilience. This reduces
the risk of instability or failure due to
untested scenarios or undiscovered
bugs.

The blockchain has been live for 18 to
24 months, meaning that it has a very
high level of reliability and resilience.
This minimizes the risk of instability or
failure due to untested scenarios or
undiscovered bugs.

The blockchain has been live for more
than two years, meaning that it has an
almost perfect level of reliability and
resilience. This eliminates the risk of
instability or failure due to untested
scenarios or undiscovered bugs.
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7KLV ULVN W\SH HYDOXDWHYV KRZ ZHOO D EORFNFKDLQ LV GH
VWDELOLW\ DQG UHVLOLHQFH ,W FRQVLGHUV YDULRXV IDFW
WKH YDOLGDWRU HFRQRPLFV WKH QHWZRUN WRSRORJ\ DQG
GHVLIQHG EORFNFKDLQ VKRXOG SURYLGH D KLJK OHYHO RI \
PLWLIJDWLQJ WKUHDWYV VXFK DV DWWDFNV GRXEOH VSHQ((
KDFNV RU H[SORLWV $ SRRUO\ GHVLJQHG EORFNFKDLQ FRXH
VXFK DV ORVLQJ IXQGYV H[SHULHQFLQJ GHOD\V IDFLQJ GLVU

, +tRZ PDQ\ YDOLGDWRUYV VHFXUH WKH QHWZRUN"

7KLV ULVN VFRUH LV D PHDVXUH RI KRZ YXOQHUDEOH D EORF
PDOLFLRXV YDOLGDWRUV 9DOLGDWRUV DUH QRGHV WKDW S|
EORFNV RQ WKH EORFNFKDLQ 7KH\ DUH XVXDOO\ UHZDUGHG
VHUYLFH EXW WKH\ FDQ DOVR EH SHQDOL]JHG RU VODVKHG Il
PRUH YDOLGDWRUVY WKHUH DUH WKH PRUH VHFXUH DQG GHF
LV KDUGHU IRU D VLQJOH HQWLW\ RU D VPDOO JURXS RI YDO
PDQLSXODWH WKH WUDQVDFWLRQV $ QHWZRUN ZLWK OHVV \
ULVN\ DV LW LV HDV\ IRU D PDMRULW\ RI YDOLGDWRUV WR FF
LQWHJULW\ )RU H[DPSOH WKH\ FRXOG FHQVRU WUDQVDFWL
VSHQG WRNHQV RU KDOW WKH QHWZRUN $ QHWZRUN ZLWK [
FRQVLGHUHG YHU\ VHFXUH DV LW LV XQOLNHO\ IRU D ODUJH
PDOLFLRXVO\ RU FRRUGLQDWH DQ DWWDFN )RU H[DPSOH WI
FRRUGLQDWLRQ FRVWYV UHSXWDWLRQ ULVNV HFRQRPLF LQF

Risk Score Number of Validators Description

5 (most risky) Less than 100 Very low security and decentralization
4 100-999 Low security and decentralization

3 1,000 - 4,999 Moderate security and decentralization
2 5,000 - 9,999 High security and decentralization

Best in class security and

1 (least risky) More than 10,000 L
decentralization



,, *tRZ FRQFHQWUDWHG DUH WKH WRS YDOLGDWRUV"™

7KLV ULVN VFRUH VKRZV KRZ PXFK SRZHU WKH WRS YDOLGDYV
RQ WKHLU VWDNH 6WDNH LV WKH DPRXQW RI WRNHQV RU DV
QHWZRUN 7RS YDOLGDWRUYV DUH WKH YDOLGDWRUV WKDW K
WKHUHIRUH KDYH WKH PRVW SRZHU WR SURGXFH EORFNV 7K
E\ D YDOLGDWRU LV D PHDVXUH RI KRZ RIWHQ WKH\ DUH VHO
WKHP WR WKH EORFNFKDLQ 7KH PRUH VWDNH WKH\ KDYH W/
QHWZRUNEY GHFLVLRQV ,I WKH WRS YDOLGDWRUV KDYH WR
KDUP WKH QHWZRUN E\ FKDQJLQJ WKH EORFNFKDLQ KLVWRU\
FDOOHG D DWWDFN $ QHWZRUN ZLWK D ORZHU ULVN VFRU
IURP VXFK DWWDFNYV

Risk Score Validator Concentration (Top 5) Description
T lidat do a 51% attack
3 (most risky) Mare than half (51%) of the total stake OP_ validators can do a ol attac
easily
5 More than a third (33%) of the total Top validators can do a 51% attack with
stake some difficulty

Top validators cannot do a 51% attack

1 (least risky) Less than a third (33%) of the total stake :
alone

.., :KDW SHUFHQW Rl YDOLGDWRU HFRQRPLFV FRPHV IURP IF
7KLV ULVN VFRUH VKRZV KRZ PXFK WKH YDOLGDWRUV GHSHQ
,QIODWLRQ LV ZKHQ QHZ WRNHQV DUH FUHDWHG DQG JLYHQ

QHWZRUN 7UDQVDFWLRQ IHHV DUH ZKDW XVHUV SD\ WR WKH
WUDQVDFWLRQV DQG DGGLQJ WKHP WR QHZ EORFNV ,QIODW
PDLQ ZD\V WKDW YDOLGDWRUYV PDNH PRQH\ $ KLJK SHUFHQMW
WKDW WKH YDOLGDWRUV DUH PDNLQJ PRUH PRQH\ IURP WKH
YHUVXV WKH LVVXDQFH RI QHZ WRNHQV 7KLV LV EHWWHU IR
HFRQRP\ LQ WKH ORQJ UXQ EHFDXVH LW UHGXFHV WKH ULVN
YDOXH RYHU WLPH $ ORZ SHUFHQWDJH RI LQFRPH IURP IHHV
PDNLQJ PRUH PRQH\ IURP LQIODWLRQ ZKLFK FRXOG GLVLQF}
SDUWLFLSDWLQJ LQ WKH QHWZRUN DV WKH SULFH RI WKH WR
VXVWDLQDEOH HFRQRPLFV LV FUXFLDO IRU YDOLGDWRU SDU



s TransactionFee as % of Validator Dessyiption
Income

The validators depend a lot on infiation
5 (most risky) <25% and have low income from the
network’s activity and demand

The validators still depend on inflation
4 >=25% but have some income from the
network’s activity and demand

The validators have a balanced income
3 >=50% from inflation and the network’s activity
and demand

The validators have a high income from
2 »>=f5% the network’s activity and demand and
a low dependence on inflation

The validators have a very high income
1 (least risky) >=90% from the network’s activity and demand
and a very low dependence on inflation

9 ,V WKHUH D ZDUP XS RU FRRO GRZQ SHULRG WR EHFRPH L
7KLV ULVN VFRUH VKRZV KRZ ZHOO WKH QHWZRUN VWRSV YD
DzD\ $ ZDUP XS SHULRG LV WKH WLPH D YDOLGDWRU KDV WEF
WKHLU DVVHWY DQG MRLQ WKH QHWZRUN $ FRRO GRZQ SHULI
EHIRUH WKH\ FDQ VWRS VWDNLQJ WKHLU DVVHWY DQG OHDY'
VWRSV YDOLGDWRUV IURP MRLQLQJ WKH QHWZRUN RQO\ ZKH
HGJH RYHU RWKHU YDOLGDWRUV $ FRRO GRZQ SHULRG VWR
QHWZRUN VXGGHQO\ DQG DYRLGLQJ WKH FRQVHTXHQFHV RI1 \
ZDUP XS DQG FRRO GRZQ SHULRG LV YHU\ ULVN\ EHFDXVH LW
WKH\ SOHDVH ZLWKRXW DQ\ UXOHV RU GHOD\V 7KLV FRXOG
ZHDNQHVVHV RU GRGJH WKH QHWZRUNEV SHQDOWLHV $ QH\
GRZQ SHULRGV LV OHVV ULVN\ EHFDXVH LW PDNHV LW KDUGF
DQG OHDYH WKH QHWZRUN 7KLV LQFHQWLYL]JHV WKHP WR QF



Risk Score Warm-up Period Cool-down Period Description

The validators can join and
leave the network anytime,

4 (most risky) Mo No . .
without any restrictions or
delays
The validators have to wait
before they can join th

3 Yes No Y Josvihs
network, but not before they
can leave it
The validators have to wait
before they can leave the

2 Mo Yes
network, but not before they
can join it
The validators have to wait

1 (least risky) Yes Yes before they can join and
leave the network

1.72 9%) 0

7KLV ULVN W\SH HYDOXDWHYV WKH LQFUHPHQWDO ULVNV DVYV
WRS RI D /D\HU QHWZRUN OLNH WKH (WKHUHXP PDLQQHW 5
VROXWLRQ WKDW H[HFXWH WUDQVDFWLRQV RXWVLGH RI /D\H
WUDQVDFWLRQ GDWD RQ /D\HU 7KLY DOORZV UROOXSV WR
WKURXJKSXW ZKLOH PDLQWDLQLQJ PRVW RI WKH VHFXULW\ C
+RZHYHU UROOXSV DOVR LQWURGXFH VRPH WUDGH RIIV DQC
LOWHURSHUDELOLW\ GDWD DYDLODELOLW\ DQG FRPSRVDEL
D FHUWDLQ H[WHQW

, *tRZ LV WKH UROOXSEYV VWDWH YDOLGDWHG"
7KLV ULVN VFRUH LV D PHDVXUH RI KRZ PXFK WUXVW LV QHH
GHVLIJIQ GHWHUPLQHV KRZ WKH WUDQVDFWLRQV DUH H[HFXW
QHWZRUN DQG KRZ WKH\ DUH VHFXUHG E\ WKH /D\HU $ KL
WKDW WKH XVHUV KDYH WR UHO\ PRUH RQ WKH KRQHVW\ DQC
RU YDOLGDWRUV RU RQ WKH YDOLGLW\ RI FHUWDLQ FU\SWRJ
UHTXLUHPHQW PHDQV WKDW WKH XVHUV FDQ YHULI\ DQG GLV
WKHPVHOYHV RU UHO\ RQ WKH VHFXULW\ JXDUDQWHHYV RI WK
ZLWK D KLIJK WUXVW UHTXLUHPHQW LV FRQVLGHUHG YHU\ UL
PRUH SRWHQWLDO WKUHDWY VXFK DV IUDXG FHQVRUVKLS
GHVLJQ ZLWK D ORZ WUXVW UHTXLUHPHQW LV FRQVLGHUHG (
XVHUV IURP WKHVH WKUHDWYVY E\ DOORZLQJ WKHP WR FKDOO'



Risk Score TVL Ranking Description

The network has a low TVL and is new,

4 (most risky) Non-top 10
unproven, or unpopular among users

The network has a moderate TVL and is
3 Top 10 somewhat mature and established
among users

The network has a high TVL and is very

2 Top 5
IF mature and established among users
The network has the highest TVL and is
1(least risky) Top 1 the most mature and established among

Users

,, KHUH LV WKH UROOXSE&Y GDWD VWRUHG"
7KLV ULVN VFRUH LV D PHDVXUH RI KRZ PXFK WUXVW LV QHH
GHVLIQ GHWHUPLQHV KRZ WKH WUDQVDFWLRQV DUH H[HFXW
QHWZRUN DQG KRZ WKH\ DUH VHFXUHG E\ WKH /D\HU $ KL
WKDW WKH XVHUV KDYH WR UHO\ PRUH RQ WKH KRQHVW\ DQC
RU YDOLGDWRUV RU RQ WKH YDOLGLW\ RI FHUWDLQ FU\SWRJ
UHTXLUHPHQW PHDQV WKDW WKH XVHUV FDQ YHULI\ DQG GLV
WKHPVHOYHVY RU UHO\ RQ WKH VHFXULW\ JXDUDQWHHYV RI WK
ZLWK D KLIJIK WUXVW UHTXLUHPHQW LV FRQVLGHUHG YHU\ UL
PRUH SRWHQWLDO WKUHDWY VXFK DV IUDXG FHQVRUVKLS
GHVLJQ ZLWK D ORZ WUXVW UHTXLUHPHQW LV FRQVLGHUHG
XVHUV I[IURP WKHVH WKUHDWYVY E\ DOORZLQJ WKHP WR FKDOO

Risk Score Data Availability Description

4 (most risky) Off-chain Data is stored off-chain

3 Off-chain with data availability Data is stored off-chain but secured by
committes a data availability committee

2 On-chain Data is stored on-chain

1 (least risky) MN/A Chain is not a rollup



.., V WKH UROOXS XSJUDGHDEOH"

7KLV ULVN VFRUH PHDVXUHV KRZ XSJUDGHDEOH D UROOXS L\
WR SUHYHQW PDOLFLRXV DFWRUV IURP SXVKLQJ FULWLFDO F
DELOLW\ RI WKH UROOXS RSHUDWRUV RU GHYHORSHUV WR P/
FRQWUDFWYV 8SJUDGHDELOLW\ FDQ EH EHQHILFLDO IRU IL[LC
HQKDQFLQJ SHUIRUPDQFH EXW LW FDQ DOVR EH KDUPIXO LI
SURSHU QRWLFH FRQVHQW RU RYHUVLJKW IURP WKH FRPPX
KDYH PHFKDQLVPV WKDW OLPLW WKH UROOXSEV XSJUDGHDE
$ WLPHORFN LV D GHOD\ SHULRG WKDW SUHYHQWY WKH UROC
LPPHGLDWHO\ JLYLQJ XVHUV WLPH WR UHYLHZ DQG UHDFW \
UHTXLUHPHQW WKDW PXOWLSOH SDUWLHV PXVW VLJQ RU DS
FDQ EH H[HFXWHG HQVXULQJ WKDW QR VLQJOH SDUW\ FDQ F
$QRWKHU PHFKDQLVP LV RQ FKDLQ JRYHUQDQFH ZKLFK LV D
DERXW WKH UROOXS XSJUDGHV WKURXJK YRWLQJ E\ WRNHQ |

Risk Score Upgradeable On-chiain Multisig Timelock Description
governance

The rollup can be
upgraded without
i .

& (most risky) Yes Mo Yas (<3 signers) Mo a waiting period,
and only a few
people need to

agree

The rollup can be
upgraded without
5 Yes No Yes (24 signers) Mo a waiting period,
but many people
need to agree

The rollup can be
upgraded, but
there is a waiting
time and a few
people need to
agree

4 Yes No Yes (=3 signers) Yes

The rollup can be
upgraded, but
there is a waiting
time and many
people need to
agree

3 Yes No Yes (24 signers) Yes

The rollup can be
2 Yes Yes No Yes upgraded via on-
chain governance

The rollup cannot

1 (least risk Mo MN/A /A M/A
( v be upgraded at all

il eoonertial @



,9 KDW KDSSHQV LQ FDVH RI YDOLGDWRU IDLOXUH"

7KH ULVN VFRUH LV D PHDVXUH RI ZKDW PHFKDQLVPV WKH UF
D YDOLGDWRU IDLOXUH $ YDOLGDWRU IDLOXUH LV D VLWXDYV
WKH UROOXS VWRS SURGXFLQJ RU YHULI\LQJ EORFNV RQ WKI
WHFKQLFDO LVVXHV PDOLFLRXV DWWDFNV RU HFRQRPLF LQ
WKH /D\HU WR KDOW SUHYHQWLQJ WKH XVHUV IURP DFFHV)
WKH UROOXS 6RPH UROOXSV KDYH PHFKDQLVPV LQ SODFH W
DQG UHFRYHU WKHLU IXQGV RQ WKH /D\HU LQ FDVH RI D YD
PHFKDQLVP LV FRQVLGHUHG YHU\ ULVN\ EHFDXVH LW PHDQV
HVFDSLQJ RU UHFRYHULQJ IURP D YDOLGDWRU IDLOXUH 7KH
ORVH WKHLU IXQGV SHUPDQHQWO\ $ UROOXS ZLWK D PHFKDH
DIWHU LQDFWLYLW\ LV FRQVLGHUHG OHVYV ULVN\ EHFDXVH LV
DQG UHFRYHU WKHLU DVVHWYV RQ WKH /D\HU DIWHU D FHUW
EHLQJ SURGXFHG RQ WKH /D\HU 7KLY PHFKDQLVP LV DXWRI
PHDQLQJ WKDW LW GRHV QRW UHTXLUH DQ\ KXPDQ LQWHUYH
RU RSHUDWRUYV

Risk Score Mechanism Description

Users have no way of exiting the L2
3 (most risky) None ; Y 8
from a validator failure

Users have a way of leaving the L2 from
a validator failure, but it requires human
2 Escape hatch ; : -

intervention or permission from the

validators

Users have a way of leaving the L2 from
a validator failure, and it does not
require human intervention or
permission from the validators

1 {least risky) Propose blocks after inactivity



9 KDW KDSSHQV LQ FDVH RI VHTXHQFHU IDLOXUH"

7KLV ULVN VFRUH LV D PHDVXUH RI ZKDW PHFKDQLVPV WKH L
D VHTXHQFHU IDLOXUH $ VHTXHQFHU IDLOXUH LV D VLWXDW
Rl WKH UROOXS VWRSVY RUGHULQJ RU EDWFKLQJ WUDQVDFWL
WR WHFKQLFDO LVVXHV PDOLFLRXV DWWDFNV RU HFRQRPLF
FDXVH WKH /D\HU WR KDOW SUHYHQWLQJ XVHUV IURP DFFH
RQ WKH UROOXS 6RPH UROOXSY KDYH D PHFKDQLVP WKDW D
UHFRYHU WKHLU IXQGV RU DVVHWYVY RQ WKH /D\HU LQ FDVH
QR PHFKDQLVP LV FRQVLGHUHG YHU\ ULVN\ EHFDXVH LW PHD
HVFDSLQJ RU UHFRYHULQJ IURP D VHTXHQFHU IDLOXUH 7KH\
DQG ORVH WKHLU DVVHWY SHUPDQHQWO\ $ UROOXS ZLWK D
/ID\HU LV FRQVLGHUHG OHVYVY ULVN\ EHFDXVH LW PHDQV WKD
UHFRYHU WKHLU IXQGV E\ VXEPLWWLQJ WKHLU WUDQVDFWLR
UHO\LQJ RQ WKH VHTXHQFHU 7KLV PHFKDQLVP LV DXWRPDW|
WKDW LW GRHV QRW UHTXLUH DQ\ KXPDQ LQWHUYHQWLRQ RL
RSHUDWRU

Risk Score Mechanism Description

Users have no way of getting back to L1

3 (most risky) MNone .
from a sequencer failure

Users have a way of getting back to L1
from a sequencer failure, but it requires
them to pay a fee and wait for a period
of time

2 Force exit to L1

Users have a way of getting back to L1
from a sequencer failure, and it does
not require them to pay a fee or wait for
a period of time

1 (least risky) Transact using L1



(10 %) "))

7KLV ULVN W\SH HYDOXDWHV WKH GHSHQGDELOLW\ DQG VWD
FRQVLGHUV IDFWRUYV OLNH KRZ PDQ\ QHWZRUN KDOWYV KDYH

, +RZ PDQ\ QHWZRUN KDOWV KDV WKH EORFNFKDLQ H[SHULH
7KLV ULVN VFRUH LV D PHDVXUH RI D EORFENFKDLQ®EV UHOLD
WKH QHWZRUN KDV KDOWHG RYHU WKH ODVW PRQWKV $ Q
WKH EORFNFKDLQ WR VWRS SURGXFLQJ QHZ EORFNV RU YDO!
FDQ EH FDXVHG E\ YDULRXV IDFWRUV VXFK DV VRIWZDUH EX
DWWDFNV RU FRQVHQVXV LVVXHV $ QHWZRUN KDOW FDQ DI
SHUIRUPDQFH RI WKH EORFNFKDLQ DQG LWV DSSOLFDWLRQV
QHWZRUN KDOWVY DUH WKH KLJKHU WKH ULVN RI ORVLQJ GD\
GLVUXSWLRQV DOO RI ZKLFK FDQ OHDG WR SULQFLSDO ORV)\
FRQGLWLRQV

Risk Score Mumber of Halts Description

The blockchain has experienced more
than three network halts in the last 12
months. This indicates a high risk of

3 (most risky) More than 3 losing data, facing delays, or
experiencing disruptions due to the
poor reliability and stability of the
network.

The blockchain has experienced at least
one network halt in the last 12 months.
This indicates a moderate risk of losing
data, facing delays, or experiencing
disruptions due to the moderate

2 At least 1

reliability and stability of the network.

The blockchain has not experienced any
network halts in the last 12 months. This
indicates a low risk of losing data,
facing delays, or experiencing
disruptions due to the high reliability
and stability of the network.

1 (least risky) MNone



A61#1. )5-5

7KLV ULVN FDWHJRU\ HYDOXDWHYV KRZ ZHOO WKH SURWRFRO
VHEXULW\ DQG IXQFWLRQDOLW\ WR LWV XVHUV $ VHFXUH DQ
RU PLWLIJDWH WKUHDWYV VXFK DV H[SORLWYVY KDFNV HUURUV
G\WWIXQFWLRQDO SURWRFRO FRXOG H[SRVH LWV XVHUV WR UL
GHOD\V IDFLQJ LQWHUUXSWLRQV RU ORVLQJ WUXVW 7KLV
HDFK SURWRFRO EDVHG RQ LWV FRGH TXDOLW\ PDWXULW\ L

161#1. 1$% 7! .6

7KLV ULVN W\SH HYDOXDWHV KRZ ZHOO WKH SURWRFROEV FI
VHEXULW\ DQG IXQFWLRQDOLW\ W FRQVLGHUV IDFWRUV VXEF
GRFXPHQWDWLRQ WHDP EDFNJURXQG DQG DXGLWLQJ

., +RZ PDQ\ DXGLWV RI WKH GHSOR\HG FRQWUDFW"
7KLV ULVN VFRUH LV D PHDVXUH RI WKH QXPEHU RI SXEOLF T
FRUH FRQWUDFWV $ SXEOLF DXGLW LV D SURFHVV RI UHYLH!
GHVLJQ RI WKH FRUH FRQWUDFW E\ DQ LQGHSHQGHQW WKLU !
WR LGHQWLI\ DQG IL[ DQ\ EXJV YXOQHUDELOLWLHYV RU HUUTF
FRPSURPLVH WKH VHFXULW\ RU IXQFWLRQDOLW\ RI WKH SUR)
UHSRUW WKDW GRFXPHQWYV WKH ILQGLQJV DQG UHFRPPHQGD
DFFHVVHG DQG UHYLHZHG E\ DQ\RQH $ SURWRFRO ZLWK ]JHU
LV FRQVLGHUHG YHU\ ULVN\ EHFDXVH LW PHDQV WKDW WKH F
WKRURXJKO\ WHVWHG RU YDOLGDWHG E\ DQ\ H{WHUQDO H[SF
KLGGHQ IODZV WKDW FRXOG HQGDQJHU WKH XVHUVE IXQGV
PRUH DXGLWV Rl WKH GHSOR\HG FRQWUDFW LV FRQVLGHUHG
FRUH FRQWUDFW KDV EHHQ H[WHQVLYHO\ H[DPLQHG DQG LPS
H[SHUWV DQG LW FRXOG KDYH D KLJKHU OHYHO RI TXDOLW\

Risk Score Number of Audits Description

The core contract has not been

3 (most risk 0 .
( ) checked or tested by any auditor

The core contract has been checked or
tested by one auditor

The core contract has been checked or

1 (least risk 2+
( sl tested by many auditors



., .V WKH WHDP DQRQ\PRXV"

7KLV ULVN VFRUH LV D PHDVXUH RI ZKHWKHU WKH WHDP LV C
DQRQ\PRXV LI WKH LGHQWLWLHY DQG EDFNJURXQGV RI WKH
YHULILHG E\ DQ\ FUHGLEOH VRXUFH $ WHDP LV SXEOLF LI W|
WHDP PHPEHUV DUH GLVFORVHG DQG YHULILHG E\ DQ\ FUHGL
7ZLWWHU RU *LW+XE $ WHDPEV DQRQ\PLW\ RU SXEOLFLW\ F
RI WKH XVHUV LQ WKH SURWRFRO $ SURWRFRO ZLWK DQ DQF
EHFDXVH LW PHDQV WKDW WKH XVHUV KDYH WR UHO\ PRUH R
SURWRFRO $Q DQRQ\PRXV WHDP FRXOG DOVR KDYH PDOLFLF
WKDW FRXOG KDUP WKH XVHUV RU WKH SURWRFRO $ SURWR
OHVV ULVN\ EHEDXVH LW PHDQV WKDW WKH XVHUV KDYH VRP
WKH WHDPEYV TXDOLILFDWLRQV DQG UHSXWDWLRQ $ SXEOLF
DQG DFFRXQWDELOLW\ WR DFW KRQHVWO\ DQG UHVSRQVLEO

Risk Score Team Anonymity Description

Mo one knows or can prove who the

2 t risk Al
RStk HOTymEs team is or what they have done before

Everyone knows or can prove who the

1(least risk Public
( Y team is and what they have done before

.., *tRZ PDQ\ H[SHULHQFHG DXGLWRUV"

7KLV ULVN VFRUH LV D PHDVXUH RI WKH QXPEHU RI H[SHULH(
WKH FRUH FRQWUDFWY $Q H[SHULHQFHG DXGLWRU LV DQ LQ
DXGLWRU WKDW KDV D SURYHQ WUDFN UHFRUG RI FRQGXFWL
DXGLWV IRU YDULRXV SURWRFROV LQ WKH EORFNFKDLQ VSDI
DXGLWRUYVY DUH 2SHQ=HSSHOLQ 7UDLO RI %LWV DQG 4XDQW
DXGLWV LV FRQVLGHUHG YHU\ ULVN\ EHFDXVH LW PHDQV WKI
WKRURXJKO\ WHVWHG RU YDOLGDWHG E\ DQ\ UHSXWDEOH HI!
FRXOG FRQWDLQ XQNQRZQ RU KLGGHQ IODZV WKDW FRXOG H
$ SURWRFRO ZLWK WZR RU PRUH TXDOLILHG DXGLWV LV FRQ)\
WKDW WKH FRUH FRQWUDFW KDV EHHQ H[WHQVLYHO\ H[DPLQ
UHSXWDEOH H[SHUWYV LQ D UHFHQW WLPH SHULRG DQG LW F
UHOLDELOLW\

Risk Score Number of Qualified Auditors Description

i The core contract has not been
3 (most risky) 0 . .
checked by any experienced auditor
The core contract has been checked by
one experienced auditor

The core contract has been checked by

1(least risk 2+
( riekys many experienced auditors

il eoonertial *



,9 +RZ PDQ\ KDFNV VLQFH ODXQFK"

7KLV ULVN VFRUH LV D PHDVXUH RI WKH QXPEHU RI KDFNV HJ
GLIITHUHQW YHUVLRQV $ KDFN LV D PDOLFLRXV DWWDFN WKD
SURWRFROEY FRGH UHVXOWLQJ LQ WKH ORVV RU WKHIW RI
XVHUV $ YHUVLRQ LV D VSHFLILF LWHUDWLRQ RU UHOHDVH [
PD\ FRQWDLQ QHZ IHDWXUHYV LPSURYHPHQWY RU EXJ IL[HV
YHUVLRQV RYHU WLPH DV LW HYROYHV DQG DGDSWV WR FKD
ZLWK WZR RU PRUH KDFNV VLQFH ODXQFK LV FRQVLGHUHG Y|
SURWRFRO KDV D KLVWRU\ RI EHLQJ FRPSURPLVHG E\ DWWDF
LQGLFDWH D ODFN RI VHFXULW\ RU TXDOLW\ LQ WKH SURWRF
JHUR KDFNV VLQFH ODXQFK DFURVV YHUVLRQV LV FRQVLGH
WKH SURWRFRO KDV D KLVWRU\ RI EHLQJ VHFXUH DQG UHVLC
LQGLFDWH D KLJK OHYHO RI VHFEXULW\ RU TXDOLW\ LQ WKH S

Risk Score Number of Hacks Description
Bilimiost fllisd o The prr:?tc-ccl has been hacked many
times since launch
The protocol has been hacked once
4 1- unaddressed since launch and has not fixed the
problem
The protocol has been hacked once
3 1- addressed . :
since launch and has fixed the problem
The protocol has not been hacked in the
0 in current version, but 1 - addressed in il . :
2 . current version, but was hacked once in
last version i i
the last version and fixed the problem
) . The protocol has not been hacked at all
1(least risky) 0 across versions

since launch, across versions

A161#1. ! 6746

7KLV ULVN FDWHJRU\ HYDOXDWHYV KRZ ORQJ WKH SURWRFRO
DQG KRZ ZHOO LW KDV SHUIRUPHG LQ GLIITHUHQW VFHQDULR\
PDWXULW\ RI WKH ILUVW DQG ODWHVW YHUVLRQV JRYHUQDQC

gl sonential o



, ‘KDW LV WKH PDWXULW\ RI WKH ODWHVW SURWRFRO YHUVL
7KLV ULVN VFRUH HYDOXDWHYVY KRZ ORQJ WKH ODWHVW YHUYV
WKH PDLQQHW ZLWKRXW DQ\ PDMRU LVVXHV RU LQFLGHQWYV
ZKHUH UHDO WUDQVDFWLRQV DQG LQWHUDFWLRQV WDNH SO
GHYHORSHUV FDQ H[SHULPHQW DQG WHVW WKHLU FRGH 7KH
PDLQQHW WKH PRUH OLNHO\ LW LV WKDW LW KDV EHHQ H[SR
WHVWYVY DQG WKDW DQ\ EXJV RU YXOQHUDELOLWLHYVY KDYH EH
KLIJKHU PDWXULW\ VFRUH LQGLFDWHY D ORZHU ULVN RI HQFF
IDLOXUHV ZLWK WKH SURWRFRO

Risk Score Maturity Description

The newest version of the protocol has
5 (most risky) 0-3 months been on the mainnet for less than 3
months

The newest version of the protocol has

4 3-6 months
been on the mainnet for 3 to & months

The newest version of the protocol has

3 &-9 months
been on the mainnet for & to 9 months
The newest version of the protocol has
2 9-12 months :
been on the mainnet for 9 to 12 manths
The newest version of the protocol has
1 (least risky) 12+ months been on the mainnet for more than a

year

,, KDW LV WKH PDWXULW\ RI WKH ILUVW SURWRFRO YHUVLR
7KLV ULVN VFRUH HYDOXDWHY KRZ ORQJ D SURWRFRO KDV E!
WKH PDLQQHW VLQFH LWV ILUVW YHUVLRQ 7KH ORQJHU D SLU
PRUH OLNHO\ LW LV WKDW LW KDV HVWDEOLVKHG D UHSXWD\
GHOLYHULQJ YDOXH DQG LQQRYDWLRQ 7KH /LQG\ HIIHFW LV
OLIH H[SHFWDQF\ RI D QRQ SHULVKDEOH WKLQJ OLNH D WHF¥
LWV FXUUHQW DJH 7KHUHIRUH D KLJKHU PDWXULW\ VFRUH 1
EHFRPLQJ REVROHWH RU LUUHOHYDQW

gl sonential oc



Risk Score

5 (most risky)

1 (least risky)

Maturity

0-& months

6-12 months

12-18 months

18-24 months

24+ months

Description

The protocol has been on the mainnet
for less than & months since its first

version

The protocol has been on the mainnet
for 6 to 12 months since its first version

The protocol has been on the mainnet
for 12 to 18 months since its first version

The protocol has been on the mainnet
for 18 to 24 months since its first
version

The protocol has been on the mainnet
for more than two years since its first

version

:KDW LV WKH WRWDO YDOXH ORFNHG IRU WKH SURWRFRO

7KLY ULVN VFRUH HYDOXDWHY KRZ PXFK WUXVW DQG FRQILG
XVHUV EDVHG RQ KRZ PXFK FDSLWDO WKH\ KDYH GHSRVLWHC
D PHWULF WKDW PHDVXUHV WKH DPRXQW RI DVVHWYVY WKDW D
FRQWUDFWY 79/ FDQ LQGLFDWH WKH SRSXODULW\ XWLOLW\
DV LWV UHVLOLHQFH WR PDUNHW IOXFWXDWLRQV DQG VHFXL
SURWRFRO WKH ORZHU WKH ULVN RI LW EHLQJ DEDQGRQHG

Risk Score

5 (most risky)

1 (least risky)

TVL Rank

Bottom 80%

Top 20%

Top 10%

Top 5%

Top 1%

Description

The protocol has a low TVL and is not
very popular or trusted by users

The protocel has a moderate TVL and is
somewhat popular or trusted by users

The protocol has a high TVL and is very
popular or trusted by users

The protocol has a very high TVL and is
extremely popular or trusted by users

The protocol has the highest TVL and is
the most popular or trusted by users

DD



9 $UH WKHUH DQ\ JRYHUQDQFH LVVXHV"

7KLV ULVN VFRUH HYDOXDWHVY KRZ ZHOO WKH SURWRFROEV
KDQGOHV DQ\ LVVXHV RU GLVSXWHV WKDW PD\ DULVH *RYHU
GHFLVLRQV DQG LPSOHPHQWLQJ FKDQJHV WR D SURWRFRO I
VWDNHKROGHUV VXFK DV GHYHORSHUV XVHUV WRNHQ KROG
EH IRUPDO RU LQIRUPDO FHQWUDOL]HG RU GHFHQWUDOL]HG
WKH GHVLJQ DQG JRDOV RI WKH SURWRFRO +RZHYHU JRYHL
FKDOOHQJHV RU SUREOHPV VXFK DV ORZ SDUWLFLSDWLRQ
WUDQVSDUHQF\ PLVDOLJQPHQW RI LQFHQWLYHV RU FRQIOL
DQG OHVV VHYHUH WKH JRYHUQDQFH LVVXHV DUH WKH ORZF
G\WIXQFWLRQDO RU XQIDLU +RZHYHU WKLV VFRUH GRHV QR
DOZD\V GHPRFUDWLF RU HIILFLHQW DV JRYHUQDQFH FDQ DO
GHILQH WKH VHYHULW\ Rl JRYHUQDQFH LVVXHV EDVHG RQ Wt
SURWRFROEV VHEXULW\ SHUIRUPDQFH IXQFWLRQDOLW\ RU

6RPH H[DPSOHV RI JRYHUQDQFH LVVXHV DUH

e /RZ 7LPHORFN FRQWUDFW VKRUWHU WKDQ \HDUV WKDW .

e OHGLXP 8QLQWHQGHG UHOHDVH RI WRNHQV IURP WKH VWIL

e &ULWLFDO +DV WKH WHDP EHHQ LQYROYHG LQ SXEOLF VF|
SURIHVVLRQDO FDSDFLW\ VXFK DV VHOI GHDOLQJ FRQIOL
EDFNJURXQG"

Risk Score Description

5 (most risky) Multiple Critical issues

4 At least 1issue of Critical severity

3 At least 1issue of Medium severity but none higher
2 At least 1issue of Low severity but none higher

1 (least risky) Mo other governance issues

gl sonential =



9 +RZ FRQFHQWUDWHG DUH JRYHUQDQFH KROGHUV"

7KLV ULVN VFRUH HYDOXDWHYV KRZ GHFHQWUDOL]JHG DQG GL?
KROGHUV DUH *RYHUQDQFH KROGHUVY DUH WKH HQWLWLHV W
WRNHQ RI D SURWRFRO ZKLFK JLYHV WKHP WKH ULJKW WR Y
DILTHFW WKH SURWRFRO *RYHUQDQFH WRNHQV FDQ EH GLVWL
DV DLUGURSYVY OLTXLGLW\ PLQLQJ SXEOLF VDOHV RU SULYD
FDQ DOVR EH FRQFHQWUDWHG RU KRDUGHG E\ D IHZ KROGHU
ZKDOHV RU LQVLGHUV 7KLV FDQ FUHDWH D SRZHU LPEDODQ
JRYHUQDQFH SURFHVYV DQG FDQ XQGHUPLQH WKH OHJLWLPDF
7TKHUHIRUH WKH PRUH KROGHUV WKDW FROOHFWLYHO\ RZQ
ORZHU WKH ULVN RI WKH SURWRFRO EHLQJ GRPLQDWHG RU F

Governance Concentration (>51%

Risk Score .
voting power)

Description

The protocol is highly centralized and

5 (most risk 5 or less holders
( ) vulnerable to capture by a few parties

The protocol is moderately centralized
4 6 to 20 holders and susceptible to influence by a small
group of parties

The protocol is somewhat decentralized
3 21to 50 holders and diverse, but still has room for
improvement

The protocol is fairly decentralized and
2 50 to 100 holders diverse, but may face challenges in
coordination or representation.

The protocol is very decentralized and
1(least risky) More than 100 holders or N/A diverse or does not use a governance
token

9, +tRZ FDQ WKH SURWRFRO EH XSJUDGHG"

7KLV ULVN VFRUH HYDOXDWHYV KRZ GHFHQWUDOL]JHG DQG VHI
XSJUDGH SURFHVV LV $ SURWRFRO FDQ EH XSJUDGHG E\ FKIL
SDUDPHWHUV WR DGG QHZ IHDWXUHV IL[ EXJV RU LPSURYH
WR XSJUDGH D SURWRFRO DOVR LPSOLHVY WKH DELOLW\ WR F
DITHFW WKH XVHUVY DQG WKHLU IXQGV 7KHUHIRUH WKH PRUI
LPPXWDEOH WKH XSJUDGH SURFHVV LV WKH ORZHU WKH ULV
FRPSURPLVHG

il eoonertial bF



Risk Score Upgrade Process Description

The protocol can be upgraded by one
5 (most risky) EOA (Externally Owned Account) wallet  person or account that has full control
over the smart contract

The protocol can be upgraded by a
4 Multisig wallet group of people or accounts that have
shared control over the smart contract

The protocol can be upgraded by the
mambers of a decentralized

3 DAO vote sz iz e
organization that have voting rights over
the smart contract
The protocol’s core contracts cannot be

o Fully immutable with on-chain voting upgraded at all, but there are certain

for parameter updates parameters that can be updated via
governance
The protocol cannot be upgraded at all,

1(least risky) Fully immutable and the smart contract code and

settings are fixed
9,, :KDW PXOWLVLJ FRQILIXUDWLRQ GRHV WKH SURWRFRO X

7KLV ULVN VFRUH HYDOXDWHV KRZ VHFXUH DQG GHFHQWUDO
FRQILIJIXUDWLRQ LV $ PXOWLVLJ LV D W\SH RI VPDUW FRQWU
RU DSSURYDOV IURP GLITHUHQW SDUWLHV WR H[HFXWH D WU
EH XVHG WR FRQWURO WKH IXQGV JRYHUQDQFH RU XSJUDG
SUHYHQW VLQJOH SRLQWYV RI IDLOXUH RU PDOLFLRXV DFWLR
GHSHQGYVY RQ KRZ PDQ\ VLIQHUV DUH UHTXLUHG DQG ZKR WK|
VLIQHUV D PXOWLVLJ UHTXLUHV WKH ORZHU WKH ULVN RI LYV

Risk Score Multisig Configuration Description

The protocol can be controlled by just
3 (most risky) 1 signer {or EOA) one person or account that has full
access to the smart contract

The protocol can be controlled by a
small group of people or accounts that

2 <4 signers
have shared access to the smart
contract
The protocol control is distributed
" : amongst a large group of people or
1 (least risky) >4 signers g ge group of peop

accounts that have shared access to the
smart contract

gl sonential 0



9,,, :KDW WLPHORFN FRQILIXUDWLRQ GRHV WKH SURWRFRO
7KLV ULVN VFRUH HYDOXDWHYV KRZ VDIH DQG WUDQVSDUHQW
FRQILIXUDWLRQ LV $ WLPHORFN LV D IHDWXUH WKDW GHOD\
IXQFWLRQ IRU D FHUWDLQ SHULRG RI WLPH DIWHU LW KDV Et
WR SURWHFW WKH IXQGV JRYHUQDQFH RU XSJUDGHDELOLW
WLPH WR UHDFW RU H[LW LI WKH\ GLVDJUHH ZLWK D SURSRV|
WUDQVSDUHQF\ RI D WLPHORFN GHSHQG RQ KRZ ORQJ WKH G
GRFXPHQWHG 7KHUHIRUH WKH ORQJHU WKH WLPHORFN DQG
ORZHU WKH ULVN RI LW EHLQJ H[SORLWHG RU PLVXVHG

Risk Score Timelock Cenfiguration Description

The protocol can be changed without
3 (most risky) Mo timelock (or ne documentation) P 9
any delay or transparency

The protocol can be changed with a
short delay and minimal transparency

2 <48hrs

The protocol can be changed with a

1 (least risk ==48hrs
( Ry loang delay and high transparency

A61#1. %) O

7KH SBURWRFRO '"HVLJQ VHFWLRQ HYDOXDWHYV KRZ ZHOO WKH
PHHW LWV JRDOV DQG XVHU QHHGY W FRQVLGHUV IDFWRUYV
DSSOLFDEOH FRQYH[ UHODWLRQVKLSY DQG WKH SURWRFRC(

, KDW W\SH RI RUDFOH LV XVHG"

7KLV ULVN VFRUH HYDOXDWHYV WKH W\SH RI RUDFOH WKH SUI
$Q RUDFOH LV D WKLUG SDUW\ VHUYLFH WKDW FRQQHFWV VP
VRXUFHVY 2UDFOHV FDQ XVH GLIITHUHQW PHWKRGV WR FDOFX
RYHU D SHULRG RI WLPH VXFK DV 7:$3 9:$3 RU OXOWLSOH )

e 7:$3 WLPH ZHLJKWHG DYHUDJH SULFH LV FDOFXODWHG E\
SRLQWV DFURVV D VHW SHULRG DQG WKHQ GLYLGLQJ WKL\
SRLQWV 7:$3 LV VLPSOH WR FDOFXODWH DQG FDQ SURWHI
FDQ EH LQDFFXUDWH LI WKH PDUNHW LV YRODWLOH RU LO

e 9:$3 YROXPH ZHLJKWHG DYHUDJH SULFH LV FDOFXODWHG
LWV FRUUHVSRQGLQJ YROXPH DQG WKHQ GLYLGLQJ WKH V
UHIOHFW WKH WUXH PDUNHW SULFH EHWWHU WKDQ 7:$3 E
FDOFXODWH DQG PRUH YXOQHUDEOH WR PDQLSXODWLRQ E

e OXOWLSOHWBHHEWR XVLQJ GDWD IURP PXOWLSOH VRXUFHYV
WKH DYHUDJH SULFH RI DQ DVVHW $Q RUDFOH ZLWK 0XOW
UHOLDELOLW\ DQG VHFXULW\ RI WKH SULFH GDWD EXW LW
FRPSOH[LW\ LQ WKH RUDFOH PHFKDQLVP
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Risk Score Oracle Type Description

The protocol uses oracles that do not
No TWAP or Multiple Feeds or no a

6 (most risky) d tati have TWAF or Multiple Feeds or does
ocumentaton
not say what type of oracle it uses
The protocol uses oracles that onl
5 Only TWAP profocol uses or v

have TWAP

The protocol uses oracles that only
4 Only TWAP (geometric mean) have TWAP (geometric mean), which is
more accurate than regular TWAP

The protocol uses oracles that only

3 Only Multiple Feeds
¥ a have Multiple Feeds
The protocol depends on oracles that
have both VWAP and Multiple Feeds,
2 Both VWAP and Multiple Feeds e uiiple
which is more accurate and reliable
than other types
I
1(least risicy) No oracles nesded The protocol does not depend on any

oracles

,, 'RHV WKH SURWRFRO KDYH DQ\ FRQYH[ UHODWLRQVKLSV"
7KLV ULVN VFRUH HYDOXDWHY KRZ UHIOH[LYH RU FLUFXODU
TRNHQRPLFV *WRNHQ HFRQRPLFVe LV WKH VWXG\ RI KRZ W
DQG XVHG ZLWKLQ D SURWRFRO RU HFRV\VWHP 7RNHQV FDQC
LQFHQWLYHYV VXFK DV JRYHUQDQFH XWLOLW\ UHZDUG RU
DOVR FUHDWH IHHGEDFN ORRSV RU FRQYH[ UHODWLRQVKLS\
WKH EHKDYLRU RI WKH XVHUV ZKLFK LQ WXUQ DIIHFWV WKH
SRVLWLYH RU QHIJDWLYH VSLUDOV ZKHUH WKH WRNHQ SULF
HISRQHQWLDOO\ 7KLV FDQ FUHDWH LQVWDELOLW\ YRODWL(
SURWRFRO DQG LWV XVHUV 7KHUHIRUH WKH OHVV UHIOH[L"
ORZHU WKH ULVN RI WKH SURWRFRO EHLQJ XQVXVWDLQDEOF
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Risk Score Convexity Description

The protocol’s purpose is selling its own
token and the token has no use other
than speculation. The token price is
highly dependent on demand and
supply, which can be easily manipulated
or affected by external factors.

4 (most risky) High

The protacol has a purpose and uses its
token in a reflexive way. The token price

3 Moderate affects the utility or reward of the token,
which influences the user behavior and
demand for the token,

The protocol has a purpose and uses its
token in a reflexive way but there are
mechanisms to stop reflexivity. The
token price affects the utility or reward
of the token, but there are caps, floors,
burns, locks, or other features that limit
the feedback loop and stabilize the
token price.

2 Low

The protocol has non-reflexive
tokenomics. The token price does not
affect the utility or reward of the token,
and there are no feedback loops or
circular dependencies in the
tokenomics.

1 (least risky) MNone

.,», KDW MRE W\SH GRHV WKH SURWRFRO IDOO XQGHU"

7KLV ULVN VFRUH HYDOXDWHY KRZ FRPSOH[ DQG ULVN\ WKH
WKH PDLQ IXQFWLRQ RU VHUYLFH WKDW D SURWRFRO SURYL
'LITHUHQW MRE W\SHV KDYH GLITHUHQW OHYHOV RI GLIILFXO\
FDQ DIIHFW WKH VHFXULW\ DQG SURILWDELOLW\ RI WKH SUR'
PRUH FRPSOH[ DQG ULVN\ WKH MRE W\SH LV WKH KLJKHU WK
H[SORLWHG RU RXWSHUIRUPHG
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Risk Score

8 (most risky)

41}

Job Type*

Insurance

Bridge

Options

Derivatives

Market Making

CDPs & Lending

Description

The protocol provides coverage for losses or

damages caused by unforeseen events or risks.

The protocol faces high complexity, as well as
potential fraud or undercollateralization issues.
The protocol also needs to maintain sufficient
reserves and liquidity to pay out claims.

The protocal enables cross-chain
interoperability and asset transfers between
different blockchains. The protocol faces high
technical challenges and security risks, as well
as potential network congestion or
compatibility issues. The protocol also needs
to ensure trustless and decentralized bridging
mechanisms.

The protocol enables users to buy or sell the
right to trade an underlying asset at a
predetermined price and time. The protocol
faces high volatility and competition, as well as
potential liquidity or oracle issues. The
protocol also needs to ensure fair and efficient
pricing and settlement mechanisms.

The protocal enables users to trade contracts
that derive their value from an underlying asset
or index. The protocel faces high leverage and
complexity, as well as potential manipulation
or liquidation issues. The protocal also needs
to ensure accurate and timely margin and risk
management mechanisms.

The protocol enables users to provide liquidity
and facilitate trading for various assets or pairs.
The protocol faces high capital and
competition, as well as potential slippage or
impermanent loss risks. The protocol also
needs to ensure optimal fee and reward
mechanisms.

The protocol enables users to create
collateralized debt positions (COPs) or lend
and borrow various assets. The protocol faces
high demand, as well as potential
overcollateralization or liquidation issues. The
protocol also needs to ensure stable and
attractive interest rate mechanisms.

DK



The pratocol enables users to earn passive
income by staking or farming various assets or
tokens. The protocol has low complexity but

2 Yield may have potential inflation or sustainability
issues. The protocol also needs to ensure
consistent and diversified yield sources and
strategies.

The protocol enables users to stake their
native tokens to secure the network and earn
rewards. The protocol faces low risk and

1 (least risky) Staking regulation but may have potential lockup or
opportunity cost issues. The protocol also
needs to ensure fair and transparent staking
mechanisms and policies.

> @ 1RWH WKDW WKLV ULVN VFRUH LV EDVHG RQ D JHQHUDO
QRW UHIOHFW WKH VSHFLILF ULVNV RI HDFK SURWRFRO ZLWE
GHYHORSHG PRUH JUDQXODU ULVN IUDPHZRUNV IRU &'3V [/H
EH SXEOLVKHG VRRQ )RU WKH RWKHU MRE W\SHV ZH DUH V
GHWDLOHG ULVN IUDPHZRUNY DQG ZLOO XSGDWH WKLV WDEC

5596 )55

7KLV ULVN FDWHJRU\ HYDOXDWHV KRZ WKH DVVHW LV YDOXH
VWDELOLW\ DQG JURZWK WR LWV KROGHUV $ VWDEOH DQG J
GHPDQG DQG VXSSO\ Rl WKH SURWRFRO DQG LWV XVHUV $Q
H[SRVH LWV KROGHUV WR ULVNV VXFK DV ORVLQJ YDOXH IDF
RU ORVLQJ XWLOLW\ 7KLV VHFWLRQ DVVLJQV DQ RYHUDOO U
VWUHQJWK DQG WRNHQRPLFV

5596 698" 6

7KLV ULVN W\SH HYDOXDWHYV KRZ ZHOO WKH DVVHWEV SULFL}
SRWHQWLDO RI WKH SURWRFRO DQG LWV XVHUV W FRQVLGEH
VXSSO\ RI WKH DVVHW FROODWHUDOL]DWLRQ OHYHOV PDUN
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., 'RHV WKH DVVHW KDYH LQWULQVLF YDOXH RU LV LW IX0OO0\
7KLV ULVN VFRUH HYDOXDWHY KRZ ZHOO WKH DVVHWEV YDO
LQWULQVLF XVH FDVH $Q DVVHW FDQ KDYH LQWULQVLF YDO.
YDOXH IURP LWV RZQ SURSHUWLHYV RU XWLOLW\ VXFK DV EH
SURWRFRO $OWHUQDWLYHO\ DQ DVVHW FDQ EH FROODWHUL
YDOXH IURP EHLQJ EDFNHG RU UHGHHPDEOH E\ DQRWKHU DV
VWDEOHFRLQ +RZHYHU FROODWHUDOL]DWLRQ FDQ DOVR LQ
XQGHU FROODWHUDOL]DWLRQ OLTXLGDWLRQ RU LQVROYHQ
FROODWHUDOL]HG WKH DVVHW LV WKH ORZHU WKH ULVN RI |

Risk Score Collateralization Description

Asset does not have enough backing
to cover the full value of the asset in

5 (most risky) Under-collateralized by less than 100% case of redemption or liquidation. This
exposes the asset to high volatility and
default risk.

Asset has uncertainty about the level
of backing or the quality of the
collateral. This exposes the asset to
moderate volatility and default risk.

4 Might be undercollateralized

Asset has enough backing to cover
the full value of the asset in case of

3 Fully collateralized above 100% redemption or liquidation. This
reduces the volatility and default risk
of the asset.

Asset derives its value from its own
properties or utility, such as being
used for transactions, governance, or
staking on a protocol layer that

2 Intrinsic value as native protocol token provides a specific service or
functionality on top of a blockchain
netwaork. This makes the asset
independent of any backing or
collateral.

Asset derives its value from its own
properties or utility, such as being
used for transactions, governance, or
1 (least risky) Intrinsic value as native blockchain token staking on a blockchain network. This
makes the asset independent of any
backing or collateral and also
increases its demand and utility.
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,, KDW LV WKH DVVHWEYV PDUNHW FDSLWDOL]DWLRQ"

7KLV VFRUH HYDOXDWHYV KRZ ODUJH DQG HVWDEOLVKHG WKH
PDUNHW FDSLWDOL]DWLRQ ODUNHW FDS LV D PHWULF WKDW
FLUFXODWLQJ VXSSO\ RI bQ DVVHW W LV FDOFXODWHG E\ P
DVVHW E\ WKH QXPEHU RI XQLWV LQ FLUFXODWLRQ ODUNHW
GHPDQG DQG OLTXLGLW\ RI DQ DVVHW DV ZHOO DV LWV SRV
JHQHUDO WKH KLJKHU WKH PDUNHW FDS RI DQ DVVHW WKH
XQVWDEOH

Risk Score Market Cap Description

Asset has a small market cap, meaning
that it has a low level of adoption,

3 (most risky) Less than $1 billion USD recognition, and liquidity. This exposes
the asset to high volatility and price
manipulation.

Asset has a medium market cap,
meaning that it has a moderate level of

2 Between $1 billion and $10 billion USD adoption, recognition, and liquidity. This
exposes the asset to moderate volatility
and price manipulation.

Asset has a large market cap, meaning
that it has a high level of adoption,

1 {least risky) More than $10 billion USD recognition, and liquidity. This reduces
the volatility and price manipulation of
the asset.

.., 'RHV WKH DVVHW KDYH DQ\ FHQWUDOL]HG GHSHQGHQFLH"
7KLV VERUH HYDOXDWHY KRZ GHFHQWUDOL]HG DQG LQGHSHC
FHQWUDOL]JHG HQWLWLHY RU LQWHUPHGLDULHY $Q DVVHW F
ZKLFK PHDQV WKDW LW UHOLHV RQ RU LQWHUDFWV ZLWK WK
QRW FRQWUROOHG E\ WKH DVVHWEV XVHUV RU FRPPXQLW\
D FHQWUDOL]HG FXVWRGLDQ IRU VWRUDJH &HQWUDOL]HG Gl
DURXQG FHQVRUVKLS PDQLSXODWLRQ FRQILVFDWLRQ RU V
FHQWUDOL]JHG GHSHQGHQFLHYVY WKH DVVHW KDV WKH ORZHU
GLVUXSWHG E\ H{]WHUQDO IDEWRUYV
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Risk Score MNumber of Dependencies Description

Asset has a high level of centralization,
meaning that it has a low level of
autonomy, security, and resilience. This
exposes the asset to a high risk of
interference, disruption, or loss by third
parties.

4 (most risky) 3+ centralized entities

Asset has a moderate level of
centralization, meaning that it has a
moderate level of autonomy, security,
and resilience. This exposes the asset to
a moderate risk of interference,
disruption, or loss by third parties.

3 2 centralized entities

Asset has a low level of centralization,
meaning that it has a high level of
autonomy, security, and resilience.

2 1 centralized entit
Y However, it still has some exposure to

the risk of interference, disruption, or
loss by a third party.

Asset has a high level of
decentralization, meaning that it has a

1 (least risky) Nona hig_hl level of autonomy, security, and
resilience. It does not have any

exposure to the risk of interference,
disruption, or loss by third parties.

,9 ., WKH DVVHW LV D VWDEOHFRLQ KRZ FORVHO\ GRHV LW |
7KLV VFRUH HYDOXDWHY KRZ VWDEOH DQG FRQVLVWHQW WK!
YDOXH $ VWDEOHFRLQ LV D W\SH RI DVVHW WKDW DLPV WR |
LWVHOI WR DQRWKHU DVVHW VXFK DV D ILDW FXUUHQF\ D F
VWDEOHFRLQ FDQ XVH GLIITHUHQW PHFKDQLVPV WR DFKLHYH
DOJRULWKPLF DGMXVWPHQW RU K\EULG PRGHOV +RZHYHU
FKDOOHQJHV RU VKRFNV WKDW FDQ FDXVH WKHLU SULFH WR
PDUNHW IOXFWXDWLRQV VXSSO\ DQG GHPDQG LPEDODQFHYV
LVVXHV 7KHUHIRUH WKH VPDOOHU WKH GHYLDWLRQ IURP W!
ORVLQJ LWV VWDELOLW\ RU XWLOLW\
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Risk Score Peg Deviation Description

Asset has a high level of deviation from
its peg, meaning that it has a low level

5 (most risky) >100bps of stability and consistency. This
exposes the asset to high volatility and
inefficiency.

Asset has a moderate level of deviation
from its peg, meaning that it has a

4 <100 bps moderate level of stability and
consistency. This exposes the asset to
moderate volatility and inefficiency.

Asset has a low |evel of deviation from
its peg, meaning that it has a high level

3 =50 bps of stability and consistency. This
reduces the volatility and inefficiency of
the asset.

Asset has a very low level of deviation
from its peg, meaning that it has a very

2 220 bps high level of stability and consistency.
This minimizes the volatility and
inefficiency of the asset.

Asset has a negligible level of deviation
from its peg, meaning that it has an

1 (least risky) <10 bps almost perfect level of stability and
consistency. This eliminates the
volatility and inefficiency of the asset.

5596 1-901/ W5

7KLV ULVN W\SH HYDOXDWHV KRZ WKH DVVHWEYV WRNHQ GHV
LOQWHUHVWY RI WKH SURWRFRO DQG LWV XVHUV &XUUHQWO\
DVVHWEYV LQIODWLRQ UDWH DQG FRQYH[ UHODWLRQVKLSV L

, »V WKH DVVHW LQIODWLRQDU\"

7KLV ULVN VFRUH HYDOXDWHYVY KRZ WKH DVVHWEV VXSSO\ DI
KDYH D IL[HG RU D YDULDEOH VXSSO\ GHSHQGLQJ RQ KRZ LV
GHVWUR\HG $Q DVVHW ZLWK D IL[HG VXSSO\ KDV D SUHGHW'
WKDW ZLOO HYHU H[LVW VXFK DV %LWFRLQ $Q DVVHW ZLWK
XQFDSSHG QXPEHU RI XQLWYV WKDW FDQ EH FUHDWHG RU GH)
ZLWK D YDULDEOH VXSSO\ FDQ DOVR KDYH D EXUQ PHFKDQLV
DUH SHUPDQHQWO\ UHPRYHG IURP FLUFXODWLRQ XQGHU FHU
IHHV RU QHWZRUN DFWLYLW\ +RZHYHU WKH VXSSO\ RI DQ D
GHPDQG DQG VFDUFLW\ 7KHUHIRUH WKH PRUH OLPLWHG RLU
LV WKH ORZHU WKH ULVN RI LW ORVLQJ LWV YDOXH RU SXUF

il eoonertial =F



Risk Scare Inflation Description

Asset has an infinite supply, meaning
that there is no limit to how many units
can be created. This exposes the asset
to high inflation and dilution.

3 (most risky) Infinite supply

Asset has an infinite supply with a burn
mechanism, meaning that some units

2 Infinite supply with burn mechanism are destroyed under certain conditions.
This reduces the inflation and dilution of
the asset,

Asset has a supply cap, meaning that

1 (least risky) Supply capped there is a limit to how many units will
& RESESER ever exist. This protects the asset from

inflation and dilution.

,, 'RHV WKH DVVHW KDYH D UHIOH[LYH GHVLJQ"

7KLV ULVN VFRUH HYDOXDWHY KRZ WKH DVVHW&EV SULFH DIII
YHUVD S5HIOH[LYLW\ LV D SKHQRPHQRQ ZKHUH WKH SULFH RI
RI LWV XVHUV ZKLFK LQ WXUQ LQIOXHQFHYVY WKH SULFH RI W!
QHIJDWLYH IHHGEDFN ORRSV ZKHUH WKH SULFH DQG WKH XW
UHLQIRUFH RU XQGHUPLQH HDFK RWKHU )RU H[DPSOH DQ D
IXQFWLRQ FDQ EHFRPH PRUH YDOXDEOH DV LWV SULFH LQFU
SRZHU RU LQIOXHQFH WR LWV KROGHUV ZKLFK FDQ DWWUDF
DQ DVVHW WKDW KDV D XWLOLW\ IXQFWLRQ FDQ EHFRPH OHYV
EHFDXVH LW UHGXFHV LWV XVHIXOQHVV RU IXQFWLRQDOLW\
XVHUV RU GHPDQG $GGLWLRQDOO\ DQ DVVHW FDQ DOVR EH
WKH WZR DVVHWVE YDOXHVY DUH WLHG WR HDFK RWKHU EDVI
JRU H[DPSOH D VWDEOHFRLQ WKDW LV SDUWLDOO\ EDFNHG
DQG GHPDQG RI ERWK DVVHWY 7KHUHIRUH WKH OHVYV UHIOF
RI' LW EHLQJ DIITHFWHG E\ QHJDWLYH IHHGEDFN ORRSV RU GH
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Risk Score Reflexivity Description

Asset has a high level of
interdependence between its price and
its utility or demand. This exposes the
asset to a high risk of instability or
collapse due to feedback loops or
spirals.

3 (most risky) Concerning reflexivity

Asset has a moderate level of
interdependence between its price and

) . its utility or demand. This exposes the
2 Non-concerning reflexivity : : -
asset to a moderate risk of instability or

collapse due to feedback loops or
spirals.

Asset has a low or negligible level of
interdependence between its price and

1(least risky) MNon-detected/existing reflexivity its utility or demand. This protects the
asset from instability or collapse due to
feedback loops or spirals.

11. )5-5

7KLV ULVN FDWHJRU\ HYDOXDWHYVY KRZ WKH SRRO LV PDQDJH
XVHUV DUH H[SRVHG WR 7KLV VHFWLRQ DVVLJQV DQ RYHUDC
LWV GHVLJQ

11. 9%) O

7KLV ULVN W\SH DVVHVVHV KRZ WKH SRRO LV GHVLJQHG WR
IRU LWV XVHUV W FRQVLGHUV YDULRXV IDFWRUV VXFK DV W
FROODWHUDOL]DWLRQ UDWLR WKH OHYHUDJH OHYHO DQG V
VKRXOG SURYLGH D KLJK OHYHO RI OLTXLGLW\ DQG \LHOG Wi
FRXOG H[SRVH LWV XVHUV WR YDULRXV ULVNV VXFK DV OLT?
RU ORZ UHWXUQV 7KLV VHFWLRQ DVVLJQV D ULVN LPSDFW V
DQG SHUIRUPDQFH LQ WKHVH DVSHFWYV

gl sonential =



, 'RHV WKH SRRO KDYH DQ\ IHH VKDULQJ PHFKDQLVPV"

7KLV ULVN VFRUH HYDOXDWHY WKH ULVN RI D IHH VKDULQJ S
DVVHW DV FROODWHUDO WR VWDUW UHFHLYLQJ SURWRFRO J
SRROV WKDW GLVWULEXWH D SRUWLRQ RI WKH IHHV FROOHF
SURYLGH OLTXLGLW\ RU VWDNH WKHLU DVVHWYV )HH VKDULQ
VRXUFH RI LQFRPH IRU WKH XVHUV EXW WKH\ DOVR H[SRVH !
WKH OHVV ULVN\ RU YRODWLOH WKH FROODWHUDO DVVHW LV
GXH WR IHH VKDULQJ

Risk Score Fee-sharing Type Description

Asset has a high level of volatility,
meaning that its price can fluctuate
significantly due to market forces or
protocol events. This exposes the asset
to a high risk of losing value due to
price changes.

3 (most risky) Fee-sharing with native token

Asset has a moderate level of volatility,
meaning that its price can fluctuate
Fee sharing with crypto assets (e.g., moderately due to market forces or
BTC, ETH) network events. This exposes the asset
to a moderate risk of losing value due to
price changes.

Asset has a low level of volatility,
meaning that its price is relatively stable

1 (least risky) Fee sharing with stablecoin due to its peg or backing. This reduces
the risk of losing value due to price
changes.

., 'RHV WKH SRRO UHTXLUH VWDNLQJ DQ DVVHW WR VHFXUH
7KLV ULVN VFRUH HYDOXDWHY WKH ULVN RI D VWDNLQJ SRRC
FROODWHUDO WR VHFXUH D QHWZRUN 7KH ULVN GHSHQGV R
PHFKDQLVP RU QRW 6ODVKLQJ LV D SHQDOW\ WKDW UHGXFH
PDOLFLRXVO\ RU IDLO WR SHUIRUP WKHLU GXWLHV 60ODVKLQ
DOVR LQFUHDVHV WKH VHFXULW\ DQG UHOLDELOLW\ RI WKH ¢

Risk Score Staking Type Description

The pool has a slashing mechanism that
can reduce the stake of a validator if

2 (most risk Slashin . .
( v 9 they misbehave or underperform. This
increases the risk of losing funds.
The pool dees not have a slashing
mechanism that can reduce the stake of
1(least risky) No slashing

a validator. This lowers the risk of losing
funds.
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.., .V WKH SRRO PDQDJHG E\ D \LHOG RSWLPL]HU"

7KLV ULVN VFRUH HYDOXDWHV WKH ULVN RI D SRRO WKDW LV
RSWLPL]JHU LV D VPDUW FRQWUDFW WKDW DXWRPDWLFDOO\ [
VWUDWHJILHY WR PD[LPL]JH UHWXUQV 7KH ULVN GHSHQGV RQ
VWUDWHJILHY LQYROYHG DV ZHOO DV WKH QHHG IRU RIlI FKD
DQG QXPHURXV WKH VWUDWHJILHY DUH WKH KLIJKHU WKH UL\
QHHG IRU RIl FKDLQ FRPSXWDWLRQV DOVR LQFUHDVHV WKH |
LQWHUUXSWLRQ

Risk Score Yield Strategy Description

The pool involves a high complexity
yield strategy, which increases the risk
of errors, failures, or exploits due to the
6+ strategies or requires off-chain high number of interactions. The off-
computations chain computations also increase the
risk of manipulation, delay, or
interruption due to the reliance on
external data sources or services.

3 (most risky)

The pool involves a medium complexity
yield strategy, which increases the risk
of errors, failures, or exploits due to the
3-5 strategies or requires off-chain moderate number of interactions. The
computations off-chain computations also increase
the risk of manipulation, delay, or
interruption due to the reliance on
external data sources or services.

This poaol invelves a low complexity
yield strategy, which lowers the risk of
errars, failures, or exploits due to the
low number of interactions. The simple

1{least risk 1-2d denci impl balanci
(least risky) Ppencancisaorsmpiaansiancing rebalancing also does not require off-

chain computations and reduces the
risk of manipulation, delay, or
interruption.

,9 'RHV WKH SRRO KDYH H[SRVXUH WR DQ\ OHQGLQJ VWUDW
7KLV ULVN VFRUH HYDOXDWHY WKH ULVN RI D SRRO WKDW KL
$ FROODWHUDOL]HG DVVHW LV DQ DVVHW WKDW LV EDFNHG E
UHSD\PHQW /HYHUDJH LV WKH XVH RI ERUURZHG IXQGV WR L
LOQYHVWPHQW 7KH ULVN GHSHQGV RQ WKH OHYHO RI FROOD\)\
ZHOO DV WKH YRODWLOLW\ DQG OLTXLGLW\ RI WKH DVVHWYV
KLIJKHU WKH OHYHUDJH WKH KLJKHU WKH ULVN RI OLTXLGDW
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Risk Score

4 (most risky)

1 (least risky)

Lending Strategy

Recursive leverage (>2x)

Leverage (>1x)

Low collateralized positions

Qvercollateralized position

Description

The pool involves a lending strategy that
uses leverage recursively, meaning that
it borrows funds to lend them again and
repeats the process. This greatly
increases the risk of liquidation,
insolvency, or loss due to the high
exposure and complexity of the
strategy.

The pool involves a lending strategy that
uses leverage, meaning it borrows funds
to increase returns. This increases the
risk of liquidation, insolvency, or loss
due to the high exposure and
complexity of the strategy.

The pool involves a lending strategy that
uses low collateralized positions,
meaning that it lends funds with a low
ratio of collateral to loan value. This
increases the risk of liquidation,
insolvency, or loss due to the low
security and stability of the positions.

The poal involves a lending strategy that
uses overcollateralized positions,
meaning that it lends funds with a high
ratio of collateral to loan value. This
lowers the risk of liquidation, insolvency,
or loss due to the high security and
stability of the positions.

9 'RHV WKH SRRO KDYH H[SRVXUH WR DQ\ FROODWHUDOL]HG
7KLY ULVN VFRUH HYDOXDWHY WKH ULVN RI D SRRO WKDW KL
DVVHWYVY $ FROODWHUDOL]HG DVVHW LV DQ DVVHW WKDW LV
RI UHSD\PHQW 7KH ULVN GHSHQGV RQ WKH W\SH DQG TXDOL
DV LWV OLTXLGLW\ DQG YRODWLOLW\ 7KH ORZHU WKH TXDOI

YRODWLOLW\ RI

WKH FROODWHUDO DVVHW DUH WKH KLJKHU

EK



Risk Score

6 (most risky)

Collateralization

Long-tail assets

Liquidity Provider (LP) tokens

Native protocol token OR Algo-
stablecoins

OR Liguid Staking Derivatives (LSDs)
from Watch Out-rated protocols

Description

The poal is collateralized by long-tail
assets that have low demand, low
liquidity, and high volatility. This
increases the risk of losing value, facing
liquidation, or experiencing delays due
to the poor market conditions and price
fluctuations of these assets.

The pool is collateralized by LP tokens
that represent a share of a liquidity
pool. This increases the risk of losing
value, facing liquidation, or
experiencing delays due to the lack of
available price oracles to price the LP
tokens. A price oracle is a service that
provides reliable and up-to-date price
information for an asset. Without a
price oracle, the LP tokens may be
under- or over-valued in the lending
market, which makes them more
vulnerable to exploitation by
arbitrageurs or attackers.

The pool is collateralized by one of
these types of assets:

- Native protocol token: a token that is
issued by a specific protocol.

- Algo-stablecoin: a token that is
algorithmically pegged to a stable asset
such as USD.

- Liquid Staking Derivative (Watch Out
rating): a token that represents a staked
asset in a blockchain network.

These types of assets increase the risk
of losing value, facing liquidation, or
experiencing delays due to their high
volatility, low liquidity, and high
dependency on the performance and
security of their underlying protocols.

FB



Risk Score

Collateralization

Highly traded assets OR LSDs from
Average-rated protocols

Description

The poal is collateralized by one of
these types of assets:

- Highly traded asset: an asset that has
high demand, high liquidity, and low
volatility in the market.

- Liquid Staking Derivative (Average
rating): a token that represents a staked

asset in a blockchain network.

These types of assets lower the risk of
losing value, facing liquidation, or
experiencing delays due to their good
market conditions and price stability.
However, they still have some exposure
to the performance and security of their
underlying protocals.

FC



9, 'RHV WKH SRRO KDYH H[SRVXUH WR PDUNHW PDNLQJ"
7KLV ULVN VFRUH HYDOXDWHVY WKH ULVN RI D SRRO WKDW K
HIFKDQJHV '(;V $ '(; LV D VPDUW FRQWUDFW WKDW SURYLG
IRU D SDLU RI DVVHWV 7KH NH\ ULVN HYDOXDWHG KHUH LV V
ORVV ULVN ZKLFK LV WKH ORVV RI YDOXH WKDW RFFXUV ZKF
SRRO GLYHUJHV IURP WKH LQLWLDO UDWLR 7KH PRUH YROD)
KLIJKHU WKH ULVN Rl GLYHUJHQFH ORVYV

9,, 'RHV WKH SRRO KDYH H[SRVXUH WR RSWLRQV"

7KLV ULVN VFRUH HYDOXDWHY WKH ULVN RI D SRRO WKDW KL
$Q RSWLRQ LV D FRQWUDFW WKDW JLYHV WKH EX\HU WKH UL
VHOO DQ XQGHUO\LQJ DVVHW DW D VSHFLILHG SULFH DQG WI
RSWLRQ WKDW LV LVVXHG DQG WUDGHG RQ D EORFNFKDLQ Q
DQG FRPSOH[LW\ RI WKH RSWLRQ VWUDWHJ\ LQYROYHG DV Z
WKH XQGHUO\LQJ DVVHW 7KH PRUH FRPSOH[ DQG ULVN\ WKH
ULVN RI ORVYV

il eoonertial "D



9,,, 'RHV WKH SRRO RIIHU DQ\ LQVXUDQFH VHUYLFHV"

7KLV ULVN VFRUH HYDOXDWHYV WKH ULVN RI D SRRO WKDW LC
RWKHUV $Q LQVXUDQFH VHUYLFH LV D VHUYLFH WKDW SURY
GDPDJHV LQ H[FKDQJH IRU D IHH RU SUHPLXP $ SRRO WKDW
LWV XVHUV LQWR WZR JURXSVY WKH LQVXUHG DQG WKH LQVX
WKH SRRO DQG UHFHLYH FRPSHQVDWLRQ LI D ORVV RU GDPD
FDSLWDO WR WKH SRRO DQG UHFHLYH D SRUWLRQ RI WKH SU
RQ WKH W\SH DQG SRVLWLRQ RI WKH LQVXUDQFH VHUYLFH L(
VHYHULW\ RI WKH ORVV RU GDPDJH 7KH KLJKHU WKH SRVLWI
VHUYLFH DUH WKH KLJKHU WKH ULVN RI ORVLQJ FDSLWDO R

il eoonertial FE



FF



10#.75)105

,Q WKLV SDSHU ZH SUHVHQW RXU ULVN IUDPHZRUN IRU '"H)L
DSSURDFK WR ULVN LQ WKLV VSDFH 2XU DSSURDFK LV WR YlI
FRQFHSW WKDW UHTXLUHV D KROLVWLF DQG ULJRURXYVY DQDGQC
WKDW FRYHUVY DOO WKH SRVVLEOH VRXUFHVY DQG RXWFRPHYV
DQG HYDOXDWHYV ULVN LQ DQ REMHFWLYH DQG FRQVLVWHQW
IRXU PDLQ FRPSRQHQWYV ULVN FDWHJRULHV ULVN W\SHV Ul

‘H KDYH H[SODLQHG HDFK FRPSRQHQW RI RXU IUDPHZRUN LQ
Rl KRZ ZzZH bSSO\ WKHP WR GLITHUHQW 'H)L LQYHVWPHQWYV :F
OLPLWDWLRQV DQG FKDOOHQJHV RI RXU IUDPHZRUN DQG VXJ
UHVHDUFK DQG LPSURYHPHQW

2XU JRDO LV WR SURYLGH D FRPSUHKHQVLYH DQG REMHFWLY
WKDW FDQ KHOS YDULRXV VWDNHKROGHUY PDNH EHWWHU DC
JURZLQJ DQG HYHU FKDQJLQJ GRPDLQ :H EHOLHYH WKDW RX
EHQHILWY DQG LPSOLFDWLRQV IRU WKH '"H)L HFRV\VWHP

e )RU LQYHVWRUV RXU IUDPHZRUN FDQ KHOS WKHP GLYHUV|
WKHLU ULVN UHWXUQ WUDGH RII LQ 'H)L %\ XVLQJ RXU UL
FRPSDUH DQG VHOHFW WKH EHVW 'H)L SRROV EDVHG RQ W
SUHIHUHQFHV

e )RU GHYHORSHUV RXU IUDPHZRUN FDQ KHOS WKHP LPSUR
VHFEXULW\ SUDFWLFHV LQ 'H)L %\ XVLQJ RXU ULVN IUDPHZ
DGGUHVV WKH SRWHQWLDO ULVNV DQG YXOQHUDELOLWLH)\
RXU IUDPHZRUN WR FRPPXQLFDWH DQG GHPRQVWUDWH WK
SURWRFROV WR WKHLU XVHUV DQG LQYHVWRUYV

e JRU UHJXODWRUV RXU IUDPHZRUN FDQ KHOS WKHP XQGHU
RSSRUWXQLWLHV RI 'H)L %\ XVLQJ RXU ULVN IUDPHZRUN
FRPSUHKHQVLYH DQG REMHFWLYH RYHUYLHZ RI WKH 'H)L G
FKDOOHQJHVY DQG WKUHDWYV 7KH\ FDQ DOVR XVH RXU IUDF
DSSURSULDWH DQG HIIHFWLYH UHJXODWLRQV DQG SROLFL
DQG FRQVXPHU SURWHFWLRQ

e JRU UHVHDUFKHUV RXU IUDPHZRUN FDQ KHOS WKHP LGHQ\
UHVHDUFK DQG LQQRYDWLRQ LQ 'H)L %\ XVLQJ RXU ULVN |
GLVFRYHU QHZ SUREOHPY DQG VROXWLRQV LQ 'H)L WKDW
GHYHORSPHQW 7KH\ FDQ DOVR XVH RXU IUDPHZRUN WR W|
DQG ILQGLQJV LQ 'H)L

il eoonertial G



)RU WKH 'H)L FRPPXQLW\ DV D ZKROH RXU IUDPHZRUN FDQ K
DQG WUDQVSDUHQW FXOWXUH RI ULVN PDQDJHPHQW LQ 'H)L
FRPPRQ VWDQGDUG IRU ULVN DVVHVVPHQW LQ 'H)L ZH FDQ ¢
DFFRXQWDELOLW\ DQG FRRSHUDWLRQ DPRQJ GLIIHUHQW VW

‘H KRSH WKDW RXU IUDPHZRUN FDQ FRQWULEXWH WR WKH Gt
D PRUH VHFXUH WUDQVSDUHQW DQG HIILFLHQW DOWHUQDW
IHHGEDFN IURP WKH '"H)L FRPPXQLW\ RQ RXU IUDPHZRUN DQG
ZLWK RWKHU LQWHUHVWHG SDUWLHV WR LPSURYH LW IXUWK

Y&EPOHYD

KWWSV WRNHQEULFH [\] PRQH\ PDUNHWYV ULVN

KWWSV OL IL NQRZOHGJH KXE WUXVW LV D VSHFWUXP
KWWSV EORJ FRQQH[W QHWZRUN WKH LQWHURSHUDELOLV
KWWSV O EHDW FRP EULGJHV WYO

KWWSV ODPEHUW JXLOODXPH PHGLXP FRP XQLVZDS Y OS
DQG FDOO RSWLRQV E GE

KWWSV VPDUWFRQWHQWSXEOLFDWLRQ PHGLXP FRP WZDS
IHHGV D FRPSDUDWLYH DQDO\VLYV D FEG
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